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Appendix of <;^ii!ims 
\ \" 1 > ' rasMwUi r^: a p;nisword \n a conip^ricr system cqisipped svith iiis 
<*"0'<(M^ ^ . i t^,.\Mv.jKV application, cornprisiiig; 

generadr^g a password in response lo mi oceurrenee of a pTmmihmi passwoid 

i^Si^x i^u i;onenif.\l p,5.v;vsOu! '.-"^ an operatus^u 'i>Mcir! <u'curii> •ni.nhiit.i 

di^'p:.:\ ii!;: iho i'0*,kd p;H>V\rf-d a ;i<;C'r oi'ihc COMPUIC-- ^x^h-nt, x^sktcju tisc ^^c^' 
v\;i5 i\cc-\v.' sik ^>e-:K'KiK\-: pa>-^v^oul b\ pi- iv^ii^i the o.-^dovi |.;5s-:\sorJ -s-ii-oio p.l--x'-oM 
l>i\>xxljr; :m.A 

2. '"rr,c ine^hcHi of c\mm 1, wisercsn providuig the generaied fnissword lo tlie 
opera^iag system aecurily fnodulc further includes overwriting a prcx-iously yitneraietl password. 

The nsethod of claisvi I, wljerein sioting ihe cod«i p;^B.s\vord further inch.ides 
Dvenvr iiing a ptxjviffusly stored coded passwerd, 

\ ou < 1 ' K om prising: 
N ^ K N •> «. H>v-d svv^.ro dur.n*' j\ <i\\-\i\u-'i; .-vstein logjrs, wherein 
^ N ^ u M b dvV'^ded \> jii ihv o: .i eorrespotKiing secore 

V V V <. > < « « " 1 ihh ae<- 1 * (»v.' o.'^iai ssg 4em as a iMiction of 



■5)9/9 2 2< s 78 
Aiigyxi a, 2001 
8 of 15 

5. The melhoii of claim. L wlierein the prescribed password generation evsiii 
i.nckKlc?; 3i Iccisl one selected itom the group consisting of ;i ccnipiiter sysicni powcr-up; & 
I'onjpiiter sys^en-;. re-booi; expiralion of s prescribed time duration IVom au imniediateh' 
preceding password gts^eradon event; restorsuon of a securily level from a .njoditled security 
kvci io a dcfrudl yccruity kvel, and occurrence of a. secure operating systenj logii's access, 

6. I'lie method of ekdni 5, wlierern the modified security level oS' g pa&sword 
geoeradon event sriciudcs ot least one selected from d?e groiip coriSLstmg of s change in the 
security level widdn Ihe dedicated application, a securiiy level override wilhln the de^lk'ated 
HppliciUion, and a one-shot security access widdu the dedicated apphcadotc 

7 . T he method of claim I , further comprising: 

searching a uscrnarne reglsiry of the dedicated application upon the oeeurrenee of 
the prescribed password generation event and removing any invalid userrianies from the 
nsername registry,, 

> . I o r Ian i,onp! ^ng 

a^so t c H! '\ jc^o. i.! ^ ^ \al t ,i,^ii:5amea In thensername 
*i {o- v-^ • 'osptctPv ^aki » so*^. » «c. i%i prescribed defkdt 

^> fbv 5r;Cd!>-c of cijin- L ^^rlc^ejr; ^^encnuing the pass\u>rd hscludcN gincrunsv.; dse 

password tbr a prescribed nsernaffie, 

itsemanie; 

. ^c odordaur; 1, wherein tj.c dedieakd ap;''i\ at. cs ;'vhs>V- p<*sn^' 0'~-<de 
aO'"> ^' > < vonndng environment. 
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Fiis<! : August a, 20(51 

. n a v» C M rj H K'^^<.n ^K v«»n n^-i." 'i dudes at least om 
. N su ^ > i s5.i i K to's\>uf05 ?iami--aione network 

13. A computer system bax'ing a password maintenance capabibty comprising; 

a.n operating system including an operating system security module, as v>^i » Jt t 
sysijjrn daia store .oiodulc, and an operating system login module, said operating systs. » >o i*" ^ 
for executing a dedieited .sp|)licaiioH; 

& p&sswofd security generator including a password generator and a password 
cneryptor,, whereii; 

the pMswonl generator couples with mid operating system tor generating a 
password in response (o an occumnice of a prescribed password generation cvonL die password 
generator providing the gsrieraied password to the operating systcnt security tvtodutc, and 

iht password encryptor couples to the password generator for producing » coded 
passsvord as a functior< oft.be generated password, the password cncryplor providir.g die coded 
passw.-.srd ■:» die opcnitrng system data store module .for use in connection w-ith a secure Cfpcrating 
system login access via ihe operating system login module, wherein the generated password can 
he detennined by decodmg tbe coded password; aiid 

a display operahk to display the .coded password, to a user of the computer 
system, wlK'resn the user can receive the gaierated password by providing die coded passwosxl lo 
a reu^ote passwoj-d provider. 

14. The computer sysicyn of claim 13, whereiu timber the password genenrtor 
provides the generated password to the operating system security module and overwrites a 
previouisly generated passwords 

15. 'The computer system of claim wherein further tbe password eticryptor stores 
the coded password and overwrites a previottsly stored coded password. 



\ sO !pv 0 ><>N on !. x5<i>r ' ^ uunos so np !-~s \ 

responsive to as^ is^pui of a correctly decoded coded pa^sv^or<.i Iot enabling access lo said 
opera'jT?g syviiern as u functiosi of iJ^.e gcjicraseJ passv^ord and the operating system security 
module. 

s ' .'v ex"^nrute .->-t^./? .-i cia\.i\ !.\ tlx p\\-c"dK'J pa^^^^x*" I r.^sson 

e-^?^p.ik> ov^ie>\ !-<x"i, :,..>j!ai-r. ,m > p>-' i^x-ih(\1 Juijt.<^f^ -jo;!^ -5>-j^v.J.,Ui.U 

Ovvi ■ a 'o see is so^o > sd eeo -nence of .5 t\H v-'porahni' \\.<e^i5 .;ee<.o^ 

IB. 1'he eoTOpeter sysiem. of claim 17, wliereixs the modified, secu,r5ty level of a 
UN^x^'Mv \- », 0 ■! eveni includes at least one selected from the group consisting of a change in 
, -e .s. V o 'thin the dedicated application, a security kvd override within the dedicated 
T'^iS . ii>\ h ne-shi.st sccus-iiy access within r.he dedicated appi.;CatiO!). 

spi s>; i.t ! vLe 1 "i 'fs>K ^ ^oivS' ><>'s^ ■> e n< 

. ! » < ^ - s ' ') as V. ' j"">i^ el s !.v' at^ \ %'^k<ne<^ *^o^!<- > 

1 s 'V J ' -.^ - ' ; 5 ^ i nv i e 'e. 

^ <, v\ i! ii^s \«io u^^nafiC ue ^c* ^i b 'v . ^.'^^ ^ * 
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22. "rLc computer system of claim 13, wherein the dcdscati'd applk-aUoiJ jnchides a 
pom of sale appLication in a fuel, dispensifig environment, 

23. The computer system O-fchiini K\ wherein said conipuier .^;ystem iiuiludes at (ea-ss 
^!f5c ?eL-cieJ fb^;!! the i^reup consisiir^g of a stand-alone torrspuler system and a statKl-alof\e 
aot^voii oi^cuj^-^puicr swseusb. 

, < ' >jf,j 1 )-',\^,-soble <, '"ip v> tO'^iv ,p t IV. s'^'^n! 

aystetti to: 

i3:e.neraie a pas.sword in respoiise to ai> occiUTence af a prescribed passx-voj-d 
gcncH'tu-sn event, 

provide the generated password to an operating system security module, 
produce a coded paasvvord as a fdnction of the get^eratcd password, wherein the 
.u^ ^ „ u^ <Mvrrn decoding the eroded password, 

.Si VI jvi-^s> rd 10 a rtser of i.he cosnpalcr sy^iesn, wik^'-ehi ihc user 
iOvsp V ^ ,ev. wot prov.iding the. coded password to « sarsote password 

N '0 \^ ot d pas^^'.'U for use ir; oon.necs.ion wiU^ a secare orferafine system 

H-'^i N ^v^sel hi eonipeie^ r>roi;'"<aii <t.eesa.h.^ tl-s cnupaiu 



^ ^o i so'ti. II .<>J |a-Ns^<)Ki v\ ar v>>.>.u su>M'i . o,CK) no 
un^.m^ ^' > . 0 * ' I i M u ^ V >o >) 4.' - ' i > ' !^ .^uo<^- ' > on o* 

the getteraied password a:od the operating system seeoriiy modiste, 

s...ro ! V f^sN. - ^ NoLv.ii,i iK\n aic ^'oip * 5>ssur- . .>,0!K?-\m \> 

> \-^( ^ O 0>\! N 0 50 VO ^ ih ! ^ ' j-'iu--. i ^ \ii>> , 

< <5s.< i i\ ^ 11 v.sO '■^ r . ( J'i-U H>'\ i„sLtH ' 4i*%!50» Ol V \0<.SM^ !t^0> V > 

27. The cornpiU.cr prograsri product of cSaiiii 2(k wherehs dse Tnodsfsed sccunty level 
of a |T>a.ssvvord x;snemdo.n event includes at least one seleeted .O;o.iii the group eoesisung of u 
change i?5 ih<e $<;c-anty level \Vithin du; dcdieatcd apphcation, a secunty levtvl ovenide wnhin d^e 
dcdkaie<l apphc&tion, and a osie-ahoi security acces^^ witbiu the dedieated appdeaiian, 

2S. rhe cotnputer progrjim pmduei of claim 24, whereiti sasd. computer program i$ 
turf her proeessable by the coinpider systern for cmtsit^g the computer systctn to; 

seareh a uscrnan>e regislS7 of tbe dedicated appiscatiosi epon the ocetuTe.nee of the 
pre^onpcd p<!-\sx\^^kI xioneratiou event and remove my invalid user«a,n)es ixorn the oj^ematrse 
?c„ti^ts>, tnd 

^o\>o''\ privileges associated witb respective valid usemanies in =.he lisernanie 
iogisti \ oad jioO! tp.c prsxileges of the respective valid usernat^R^s lo prescribed delault setiings. 

.>> v-xmpeKT program produe? of cbtirn 24, whereii^ generating the password 

meU^d':a u.-ratoo; dsi: password ibr a $en?iee username. 
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